Colorado Immunization Information System
Instructions for CIIS Main Application and School Application

Connectivity Instructions

All Sites connecting to the Colorado Immunization Information System (ClIS) main application and school application
must have Internet connectivity.

Protection

If CIIS participating sites use a digital connection (e.g., DSL, ISDN, T1, etc.), then they must also use a virus
protection package that is updated weekly. Additionally, each computer that connects to CIIS through a digital line
must have a firewall protecting it from the Internet.

Web Browsers

CIIS supports Google Chrome, Mozilla Firefox, and Internet Explorer (IE) 11.0. Due to the differences inherent in each
browser, there will be slight differences in the appearance and/or performance of CIIS depending upon the browser used.
Currently, CIIS does not work correctly when using Safari. If you are using an Apple computer, please consider
downloading and installing Google Chrome.

Note: Some Internet Service Providers such as Earthlink or AOL may modify your browser. We recommend NOT using
them as certain features and functionality in CIIS will not perform or display correctly. Google Chrome is the preferred
ClIS web browser; therefore, if you have multiple web browsers installed on your computer, it is advisable to set Google
Chrome as the default browser. To make Google Chrome your default web browser, follow the steps below:

¢ Open Chrome.
¢ Click the Chrome menu, which is located on the top right side of your screen.
¢+ Next, click Settings.

MNew tab
New window

MNew incognito window

History
Downloads
Recent tabs L4

Bookmarks L4
Zoom - 100% +

Print...
Save page as...
Find...

More tools 4

Edit Cut Copy Paste

About Google Chrome
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¢+ Inthe Default browser section, click on the Make Google Chrome the default browser button.
Please note: If you don't see the button, then Google Chrome is already set as your default browser.

Settings

of| Show Home button
MNew Tab page Change

of| Always show the bookmarks bar
4

Search
Set which search engine is used when searching from the cmnibox.

Google ¥ (| Manage search engines...

Enable "Ok Geogle" to start a voice search. Learn more

People
Person 1 (current)
| Enable Guest browsing

| Let anyone add a person to Chrome

Add person... Remaove... Import bockmarks and settings..

Default browser _

Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Instructions for Companion Software and Windows Updates
Adobe Acrobat Reader
You will need Adobe Acrobat Reader to be able to view and print the reports and forms available in the CIIS web
application. To download Adobe Acrobat Reader, go to: http://www.adobe.com and perform the following actions:
1. Select Adobe Reader from the Downloads tab.
2. Verify your system requirements, operating system, and language. Click the download button and follow the
directions to finish the installation of Adobe Acrobat Reader on your computer.

Windows Updates
ClIS recommends that all computers receive the most recent Microsoft Windows updates as they become available.
To verify that your computer has the most recent updates go to: http://www.windowsupdate.com and perform the
following actions:
1. Click on Check for Updates.
2. |Install any needed Critical Updates or patches.

Recommendations for Optimal Functioning of CIIS

Display Resolution:
For optimal viewing of the CIIS web application, we recommend users have a display resolution of at least 1024 x 768.
To change the display resolution on your computer:
(Note: These instructions may vary slightly depending on the version of Windows you are using.)
¢ Right-click with your mouse on an empty spot on your desktop wallpaper.
¢ Select Properties and left-click with your mouse.
¢+ Select the Settings tab.
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http://www.windowsupdate.com/

¢+ Change the resolution by using the Screen Resolution slider bar, moving it to the right until the correct
resolution (1024 x 768) is shown below the bar.
¢+ Click Apply and then click OK.

Instructions on how to update your browser settings to work properly with the CIIS Web Application
Please click on the link below that corresponds to the browser that you will be using when accessing CIIS:
o Google Chrome
e Internet Explorer
e Mozilla Firefox
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Google Chrome

Creating a Bookmark to the CIIS Website
If you use Google Chrome as your default browser, you can create a bookmark to make it easier to return to CIIS.
¢ Inthe address bar enter the URL https://ciis.state.co.us/ciis (healthcare provider application) or
https://ciis.state.co.us/school (school application) and then click the star icon.
¢ The Bookmark window will now appear. Enter CIIS in the Name field and click Done.

Next time you want to return to the CIIS website, just click on CI/S from the bookmarks bar or click on " in the top right
corner of your screen and select ClIS from the drop-down menu.

M Inbox (75) - phyllisbe x¥ 9 CIIS

€« c
i Apps

»

A 8 httpsy/ciis.state.co.us/ciis

Bookmark

[ SIS Vision - ID... [ New Tab [T] CDPHE Intranet... [ Google Search [} iSIIS Visi

gle Apps @ Colorado Depar... M Staff meeting t...

| Name: [clIS

Address bar
Folder: Bookmarks bar

Bookmarks bar : Remove Edit... [

Sign in to get your bookmarks everywhere.

Colorado Immunization Information System

Pop-up Blocker

The pop-up blocker must be turned off to ensure that CIIS is able to send all necessary messages. If a user clicks on a
button in CIIS and sees a message that says The browser is currently blocking pop-ups, then follow the instructions below
to turn off the pop-up blocker:

1. Click OK

The browser is currently blocking popups. You will need to
enable your browser's popups in order to get the site working
properly. Thank you.

Step 1:
Click "OK."
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2. Clickon [x inthe upper right corner of your browser.
3. Select Always allow pop-ups from ciis.state.co.us and click Done.

[4 CIIs %

. . [ar
Step 2: Click on this icon.
Cx

i

1
L=y

Step 3: Click

iSH_ The following pop-ups were blocked on this page: »

here to allow [ https://ciis.state.co.us/ciis/W...ESC=&TdapCount=0&0OnlyDoCounts=N |og Out
.pop-up . () :Always allow pop-ups from ciis.state.co.us:
windows in Continue blocking pop-ups
ClIS. Next, 2 pepb
click "Done." .
\ Manage pop-up blocking... Done

Alert and Confirm Dialogs

Alert and confirm dialog boxes MUST be enabled to ensure a user is able to view and respond to all necessary messages
in ClIS. In Chrome, it is possible for a user to disable alert and confirm dialogs from appearing on the screen. If you see a

dialog that includes the message Prevent this page from creating additional dialogs while using CIIS, please be sure the
check box is NOT checked.

Sample of an Alert and Confirm Dialog. If you see this message, please be sure to uncheck the box next to Prevent this
page from creating additional dialogs.

The page at stella says:

Please select a patient to work with,

Prevent this page frem creating additicnal dialogs.

oK

If a user does check the option to Prevent this page from creating additional dialogs and alerts become disabled, a
warning message will appear notifying the user to re-enable alerts by clicking OK and closing the browser.

e

You have alerts turned off. You will need to close the browserin
arder to get the site working properly. Thank you.

5 1/14/2016



Internet Explorer (IE)

Creating a ClIS Icon (Shortcut) on Your Desktop in IE
To create an icon on your computer desktop as a quick link to the CIIS web application, please follow the
instructions below:

Right-click with your mouse anywhere on your desktop, select New > Shortcut.
To create a shortcut to the main CIIS web application for healthcare providers, type https://ciis.state.co.us/ciis

in the Type the Location of Item field. Then click Next.
In the Name for Shortcut field, type CIIS - Main. Then click Finish.
To create a shortcut to the school CIIS web application for schools (including child care centers, Head Start
programs and other educational entities), type https://ciis.state.co.us/school in the Type the Location of Item
field. Then click Next.
In the Name for Shortcut field, type CIIS - School. Then click Finish.
To test the newly created shortcut, find the new icon on your desktop. It will be titled either CIIS — Main
or ClIS-School.
¢+ Double-click on the CIIS icon. Internet Explorer should open to the CIIS web application homepage.

Settings for PCs
Please note: You might notice slight differences in the settings dialog box.

First, verify the version of IE that you have by opening IE and clicking on the Help button. Next, click on About
Internet Explorer and confirm which version of IE appears in the pop-up window. Click OK to close the pop-up
window. It is not recommended that earlier versions of IE (e.g., IE 6, 7, 8, 9 or 10) are used, as Microsoft is only
supporting IE 11.

N
File Edit View Favorites To s
Convert » B Select ernet Explorer Help F1

What's New in Internet Explorer 9

Online support

About Internet Explorer h

To adjust the settings, click on Tools and select Internet Options.

p‘f‘ Google - Windows Internet Explorer provided by MSHN & Bing
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Click on the General tab in the Internet Options window and the Settings button under the Browsing history section.

Internet Opktions ?| X|

@ Securikby I Privacy I Conkenkt I Conneckions I Prograrms I Aadvanced I

Horme page

To create home page tabs, tvpe each address on its own line.

hEkp: vy, colaradaiis . comg| - I
(&2
Use current I Use defaulk Use blank I

Browsising history

elete temporary Files, history, cookies, saved passwords,
AT Delete L Fil hisk ki o d
v ! and web Farm inFarmation.

I Delete browsing history on exit

Del

Search

p Zhange search defaults,

Sekkings

Tabs
Zhange how webpages are displayed in Settings I
tabs.

Sppearance

Zolors I Languages I Font= I Accessibiliby I

Ok I Cancel I apply I

Click on the button next to Every time | visit the webpage under Temporary Internet Files and History Settings
section to check for newer versions of stored pages and then click OK.

20 x|

General ISecurit | Privac I Zonktenk I Zonneckions I FPrograms I Adwvanced I
+. Temporary Internet Files and History Setking =|

— Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
For Faster wiewing later.

Check For newer wersions of stored pages:
= Ewery time I wisit the webpage
(& Ewery time I stark Internet Explarer
i automakically
" Mever

Disk space ta use (5-1024ME) I =0 E:
{Recommended: S0-Z250MBE)
Current location:

CiDocuments and SettingsikduggeriLocal Sektings\Temporarsy:
Inkernet Filesh

T Mowe Falder. .. I Wiew objects I Wiew Files I

— Hiskary

o Specify how many daws Internet Explorer should sawe the lisk
of websites vou have visited.

Davs to keep pages in history: =0 -

(o] 4 I Cancel I
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Click the Security tab in the Internet Options window, ensure Internet Options is highlighted (in blue) at the top, and
click on the Custom level button.

Internet Options
Generg Securit)fprivaqr | Content I Connections I Programs | Advanced|

Select a zone to view or change security settings.

@ & v O

Intemet Local intranet  Trusted sites Restricted sites
Internet
s . . . Sites
This zone is for Internet websites,
except those listed in trusted and

restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
| - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

[¥]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Scroll down to Downloads and select Enable for Automatic prompting for file downloads and File download. Click OK.

Internet Options '?I XlI
Security Settings - Internek 2 =

— Setkings

=% Downloads |
,93 Autornatic prampting For File downloads
) Disable
{2} Enable
,93 File download
) Disable
=} Enable _I
,93 Font download
) Disable
=} Enable
) Prompt
,_"g Enable .MET Framework setup
=} Disable
) Enable
Miscellaneous

L
. -
Orress i"Fil'F! SolIFeE/eS ArPrmss Hnmnln-:
4| | >

*Takes effect after wou restart Internet Explarer

— Reset cuskor setkings

Resetto:  |medium-high {default) =l Reset... |
|
e

(o] 4 I Zancel I F w7 I
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Click on Trusted Sites and select Sites.

2y x|

Genesral Securiby IF'ri\-'ac':.-' I Conkent I Conneckions I Programs I Advanced I

Select a zone to views or change securiby setkings.

@ «©£ v O

Inkernet Local intranet  QEgiEa—ts B =TS Restricked

Trusted sites

J This zone contains websites tha

Erusk not o damage wour compul
wour Files.

—Securityw level Faor this zone

Custom

Cuskorn sekkings.
- To change the settings, click Custom lewvel.
- To use the recommended setkings, click Default lewvel.

Custom level. .. I Default level I

Reset all zones ko defaulk lewvel I

| Ok I Cancel I Appl I

Add the https://ciis.state.co.us/ciis (healthcare provider application) or https://ciis.state.co.us/school (school
application) URL in the Add this website to the zone box and click Add. Make sure the Require server verification
(https:) for all sites in this zone box is unchecked. Click Close and then click OK.

20 x|
sl

Yoo can add and remove websites From this zone, all websites in
T this zone will use the zone's security settings.

Add this website Eo the zone:
I https: ficiis, skate . co.usfciis

Websites:

Renmme I

I Require server werification (htkps:) For all sites in this zone A

Close I

Cuskom level, . I Default lewvel I

Rezet sl zones to defaulk lewvel I

[o].4 I Zancel I =t I
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Open the Privacy tab in the Internet Options window, and select the Settings button under the Pop-up Blocker
section. (You cannot select this button if the Turn on the Pop-up Blocker box is not checked).

Internet Options

21 x|
General I Securityontent I Connections I Programs I Advanced I

Setkings
?L:\ To set a skandard privacy level instead of using custom
. settings, click the Default butkon.
Custom
- Advanced or imported settings
Sites I Impork Advanced Default
Pop-up Blocker

Prevent most pop-up windows From
appearing.

W Turn on Pop-up Blocker

InPrivakte

: (/—lfi_!l,: [T Do not colleck daka For use by InPrivate Filkering

Disable toolbars and extensions when InPrivate Browsing
= starks

(o] 4 I Zancel I ) [ I

Type: https://ciis.state.co.us/ciis (healthcare provider application) or https://ciis.state.co.us/school (school
application) URL in the Address of website to allow field. Click Add and then click Close.

Internet Options

2 x|
Pop-up Blocker Settings

x|
— Exceptions

Pop-ups are currently blocked. “ou can allow pop-ups from specific
E 1 websites by adding the site o the list below,

Address of website to allow:
Ihttps:.-".-"c:iis.state.c:o.us.-"c:iis

Allowed sites:

Hemove I
Bemave all.. I

— Motifications and blocking lewvel:

I+ Play a zound when a pop-up is blocked.
IV Show Information Bar when a pop-up is blocked.
Elacking lewvel:

IMedium: Block most automatic pop-ups "I
Learn more about Pop-up Blocker
(a4 I Zancel I aEply I
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Open the Advanced tab in the Internet Options window, and uncheck the box that indicates Show friendly
HTTP error messages. Click Apply and then click OK.

2]

General I Securiby I Privacy I Zonkent I Connectinnsl Progrars

Sektings
O use windows For launching shortcuts (when tabbed br-:nl.;l
||| Show Friendly HTTP err
=] underline links

Re
Lir
= always
o

Hover
O MNewver J
[ use inline AutaCamplete (outside of Internet Explorer)
[ Use most recent order when switching tabs with Ctrl+Tab
Use Passive FTP (For Firewall and DSL modern cornpatibility
Use smookh scrolling
| HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections

International® =
4 | 3

*Takes effect after wou restart Internet Explorer

Festore adwvanced settings I

Reset Internet Explorer settings

Resets Internet Explorer's settings ko their default Reset, .. |
condition.

wou should only use this iF wour browser is in an unusable skate,

.ﬁ- Some sektings are managed by wour systerm adminiskrator,

C o D comd € oov I
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Mozilla Firefox

Creating a Bookmark to the CIIS Website
To create a bookmark, click the star in the toolbar. The star will turn blue and a bookmark for the current page you are

on will be created in the Unsorted Bookmarks B8 folder.

- o IEH

ﬂ%%#ﬁ‘E

mozilla v

Pop-up Blocker

When using Mozilla Firefox, the pop-up blocker must be turned off to ensure that CIIS is able to send all necessary
messages. If a user clicks on a button and no window is displayed, the user must check to see if the pop-up blocker is
turned off. (Please note: If the pop-up blocker is turned on, a warning message will appear notifying the user to turn off
the Pop-up blocker.)

To turn off the pop-up blocker and allow pop-ups to display only when you are working in CIIS, please follow the
instructions below:

Click the menu button and choose Options

.-JI =] PopupTest 1 - test your popup... .'k+

{l 5 popuplﬁl.;um popuptest] html '-?E:n 6 S ¥ :'="'\-"'_."=' p '{-\.'l' E! J’ ﬁ E
@ Firefox prevented this site frem opening & pop-up windews. < Dptions ) 4
—

Select Content
Uncheck the Block pop-up windows (please note: this will disable the pop-up blocker altogether.) To disable the pop-up
blocker for CIIS only, click on Exceptions to enter the ClIS website. This will allow pop-ups from the CIIS website only.

0} Genera Content

Search
Content DRM content
) - + | Play DEM content Learn more
Applications
Privacy Pop-ups

+' | Block pop-up windows Exceptions...
Security

12 1/14/2016



In the Address of website field enter the URL https://ciis.state.co.us/ciis (healthcare provider application) or
https://ciis.state.co.us/school (school application).

Next, click Allow

Allowed Sites - Pop-ups

You can specify which websites are allowed to open pop-up windows. Type
the exact address of the site you want to allow and then click Allow.

Address of website:

Alerts and Confirm Dialogs

Alert and confirm dialog boxes Must be enabled to ensure users are able to see and respond to all necessary messages in
ClIS. In Firefox, it is possible for a user to disable the appearance of alert and confirm dialogs. If you see a dialog that
includes the message Prevent this page from creating additional dialogs while using CIIS, please be sure the check box is
Not checked. Next, click OK.

Sample of an Alert and Confirm Dialog. If you see this message, please be sure to uncheck the box next to Prevent this
page from creating additional dialogs.

Please select a patient to waork with.

Prevent this page from creating additional dialogs

2

If a user does check the option to Prevent this page from creating additional dialogs and alerts become disabled, a
warning message will appear notifying the user to re-enable alerts by closing the browser. (See screen shot example
below.)

You have alerts turned off. You will need to close the browserin
arder to get the site working properly. Thank you.

If you have questions or need assistance with accessing or using CIIS, please contact the CIIS Help Desk at
888-611-9918, extension 1 or 303-692-2437, extension 2.

13 1/14/2016


https://ciis.state.co.us/ciis
https://ciis.state.co.us/school

